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The purpose of this paper 
is to assist organisations in 
prioritising their security 
activities, to thwart attack 
techniques successfully 
utilised during Red Team 
engagements and other 
offensive operations by 
real-world threat actors. 

Organisations that effectively address the issues 
discussed in this paper will dramatically limit the 
options available and inhibit effectiveness of easy to 
execute yet highly impactful techniques, forcing an 
attacker into taking alternate riskier approaches and 
increase the potential for detection.

Offensive cyber operations, or Red Teaming as it is 
known when delivered commercially, provides value  
to organisations by assessing the defensive 
operational efficacy against real-world end-to-
end attack scenarios and threat actors. The value 
is however generally only obtained where a mature 
cyber resilience program is in place. 

For most organisations, Red Teaming is not the 
correct mechanism to employ in the first instance. 
Instead, we would recommend less combative and 
more collaborative approaches between cyber  
offense and defence functions. These approaches, 
often referred to as Purple Teaming (the combination 
of Red – Offensive and Blue – Defence), lead to  
materially better resilience outcomes both technically 
and culturally.

This paper is based on the techniques NCC Group 
employs most commonly in successfully breaching 
the largest and more sophisticated organisations 
across the globe in the wide range of Red Team 
engagements we deliver annually. Each stage of an 
attack is described with a reference to the respective 
Mitre ATT&CK technique for further reference.

In reality, the attacker wins most of the time because 
of poor operational hygiene inside and outside of the 
organisation in relation to digital assets. This poor 
hygiene provides the window for initial compromise 
coupled regularly with an inability to detect, contain 
or effectively respond to a breach.

Executive Summary



Reconnaissance

The reconnaissance phase is where a threat actor surveys  
the target organisation attempting to gain information 
about its people, processes, systems and partners. 
Information is everywhere (ATT&CK TA0015, TA0016, T1526)

attacker with both an idea of the defences they will 
need to overcome and a list of portals/endpoints 
with which to attempt user/credential enumeration. 
Organisations should firstly understand the number 
and location of all authentication portals including 
staff, customer and third parties then ensure they 
know what is normal in regards to when they are 
used, where they are used from and the numbers of 
success and failure events. 

Defending against information leakage

Defending against disclosure is difficult and often 
impractical. In order to recruit the right people into 
the organisation, you need to specify the skills and 
experiences they are expected to have. Similarly, 
staff will have a desire to demonstrate their skills by 
gaining professional certifications and advertising 
these to their peers and potential employers. The 
best defence is educating staff on the importance 
of being generic in social media and being mindful 
of receiving very specific requests for technical help 
from unsolicited sources. These requests should be 
reported to the security team where appropriate.

The adoption of cloud systems is similarly hard to 
disguise. No real practical advice exists to effectively 
mitigate this disclosure, only the correct hardening 
and monitoring of the services themselves can 
provide assurance against abuse. 

With regards to source code and sensitive 
information contained within, several automated 
tools can be used as part of a CI/CD pipeline exist to 
flag hardcoded values. One opensource tool is the 
excellent “Whispers” by Skyscanner  
https://github.com/Skyscanner/whispers

Overall, whilst “security through obscurity” is not 
true security, it is undeniable that limiting the 
amount of information readily available to an 
attacker forces them to enumerate and perform 
discovery activities more, increasing the chances 
for detection and limiting their ability to provide 
specific spear-phishing payloads.

All organisations will leak information and once it 
has gone attempts to remove it will have limited 
success due to the nature of the Internet. Awareness 
of the information an attacker has is therefore crucial 
meaning organisations should regularly perform 
reconnaissance against themselves.

Developer repositories such as GitHub, BitBucket, 
GitLab, SourceForge, etc. are rich sources of 
information perform searches for organisation 
name, internal domains and words specific to your 
organisation or critical systems. Where sensitive 
information is obtained ensure actions are taken 
to limit its effectiveness, remove accounts, change 
hostnames or ultimately use newly written code that 
has not been exposed. 

Staff members within organisations commonly use 
Social Media which is outside of the control of the 
organisation. Information such as key technologies 
used for critical systems and the specific staff 
members associated with it make them targets for 
spear phishing attacks. Organisations that perform 
their own reconnaissance in these areas can more 
effectively educate the specific staff members to alert 
them that they and their families are at increased 
risk of being targeted. Organisations should consider 
additional defensive monitoring for digital assets of 
key staff.  

Organisations should understand where they 
themselves reveal information, job advertisements 
detailing key technologies for critical systems, 
published documents containing meta data of 
internal resources and technical presentations given 
to third parties or customers can all be harvested 
to better target organisations. Limiting job and 
presentation information to be generic and having 
a process to sanitise all documents regardless of 
whether they are intended for the Internet can stop 
the usefulness of them.

The adoption of cloud systems (Office 365, G 
Suite etc) can often be discovered by reviewing a 
organisations publicly facing DNS, providing an 

https://github.com/Skyscanner/whispers


In Phase

The in phase is where a threat actor attempts to gain their 
initial foothold within an organisations system, be they in 
the cloud or within private networks. 

EXPLOITATION OF VULNERABILITIES (ATT&CK T1190)

Most organisations mature enough to commission 
Red Team engagements have a timely patching 
process for Internet facing services. However, there 
are occasions where due to a lack of vendor patch, 
exploitation is possible, though this is uncommon. 
Internally (once access has been obtained) there 
are typically far more opportunities as the patching 
cycle is often slower and outdated unsupported 
operating systems are more commonly found. This is 
an area where organisations are taking appropriate 
actions externally but internally removal of any 
operating system that is unsupported should be 
prioritised along with any reduction in time to patch 
known vulnerabilities.

Defending against known vulnerabilities

Whilst the obvious answer is “patch your systems 
in a timely fashion”, this is a simplistic view that 
does not reflect the complexity of most enterprises. 
The reliance on managed service providers (MSPs), 
competing business priorities (uptime vs anything 
else) and a lack of internal asset management can 
all contribute to difficultly in patching systems both 
regularly and out of band.

Ensuring the organisation has an accurate database 
of assets, their locations, who is responsible, and 
the software versions installed is the first step in 
being able to identify systems affected by new 
vulnerabilities as they are released. Ensuring 
that the relevant people in the organisation are 
subscribed to vulnerability/vendor security mailing 
lists and have a process for raising an urgent 
change is also key to ensuring the timely patching 
of new vulnerabilities. 

MSPs should be asked to clearly define their patching 
process for assets they are responsible for (both 
regularly and out of band) as well as the service level 
agreement (SLA) they will do this in.

Where a patch or mitigation does not exist, additional 
protective monitoring and firewalling should be 
placed around assets at risk, ensuring that only the 
services and network routes required for operation 
remain open. This is particularly true for unsupported 
operating systems that may still be in use for business 
continuity reasons, but it is important to stress that 
these mitigations only serve to lower the risk and 
should be applied alongside a comprehensive plan 
to migrate to a supported platform as soon as is 
reasonably possible.

Adopting an “assume breach” mentality to internal 
patching, assuming that an attacker will be able to 
breach the perimeter and have opportunity to exploit 
these vulnerabilities inside your internal network 
should allow the organisation to prioritise internal 
patching and not fall foul of the common reliance on 
the perimeter.

Detecting exploitation of known vulnerabilities

Ensure that all hosts are protected with updated Anti-
Virus products and Endpoint Detection & Response 
(EDR) tooling that sends its logs to a SIEM for 
correlation and resolution. Ensure that any network-
based IDS/IPS has coverage of all network traffic and 
is running regularly updated signature definitions.



EXTERNAL AUTHENTICATION EXPLOITATION (ATT&CK T1078)

PHISHING\VISHING (ATT&CK T1192, T1193, T1194, TA0003)

Organisations should prioritise removing any single 
factor authentication exposed to the Internet. 

Even where there is two factor authentication in 
use, organisations should ensure they have effective 
monitoring of endpoints as in many cases a valid set 
of credentials can be identified before the second 
factor is required. Understand what is normal such 
as number of failed authentication attempts in 
certain periods. Where increased activity is identified 
investigate the source from which it came, is it likely 
that multiple users are at the same source? Is it 
normal for those users to log in at the attempted 
times? Are failed account names seen repeatedly 
(could be relatively slow such as once per day/
week) which would indicate repeated attempts 
using a single password across a list of gathered 
usernames. Where suspicious activity is identified 
then organisations need to identify which (if any) of 
the successful attempts were the attacker and not 
the valid user.

A very common initial access technique is conducting 
phishing attacks against users identified during the 
reconnaissance phase. These attacks generally consist 
of attempts to compromise enterprise credentials or 
sending a malicious file that executes arbitrary code 
when the user opens it. Starting a conversation with 
a simple email without malicious content to avoid 
detection and allay recipient suspicion is also useful 
at times.  

Most organisations do avail themselves of some form 
of filtering or content checking so attacks utilising 
domain fronting and keyed payloads are necessary. 
Organisations should ensure they understand what 
Internet resources their users communicate with and 
wherever possible limit it to known good ones. Where 
attachments are assessed for malicious content then 
any sandbox would need to simulate a domain joined 
host with standard Internet connectivity to try to 
activate the keying to reveal the actual payload. 

Vishing in addition to, or to supplement spear 
phishing attacks are difficult to detect or prevent. 
These can be used to troubleshoot phishing 
campaigns or where no attachments were used on 
purpose to elicit a response from users. A process 
to verify calls are from genuine technical or other 
colleagues such as HR should be implemented for 
staff members to identify malicious calls.

Depending on the method of entry, it may be 
desirable for the attacker to install a persistence 
mechanism to ensure continued access to the 
target environment. This is particularly pressing 
when initial access was via an email attachment or 

Defending against external authentication 
exploitation:

Where possible, ensure that all external methods 
of authentication require a second factor and 
do not give a positive indication until the whole 
process is completed.

If using Office 365, ensure that legacy 
authentication mechanisms are disabled  
https://docs.microsoft.com/en-us/azure/active-
directory/conditional-access/block-legacy-
authentication 

Ensure all authentication attempts are centrally 
logged to allow for event correlation and anomaly 
detection.

some other “one-shot” mechanism where a system 
restart or log-off would cause the payload to exit. 
Common methods of persistence include scheduled 
tasks, start-up tasks, DLL Hijacking, COM Hijacking 
and service installation. The risks associated with 
writing payloads to disk are often outweighed by the 
necessity of maintaining access to achieve objectives. 
The use of Endpoint Detection and Response is more 
prevalent within organisations and they do identify 
these types of activities with varying levels of success 
depending on the product and the technique used. 
Organisations should use them if they do not already 
and regularly review the products themselves for the 
protection it affords against changing techniques.

Defending against Phishing:

NCC Group has previously written about Phishing 
Mitigations in 2016 https://www.nccgroup.com/
uk/about-us/newsroom-and-events/blogs/2016/
january/phishing-mitigations-configuring-microsoft-
exchange-to-clearly-identify-external-emails/

The advice in the blog post is still true today, the 
importance of helping users identify emails from 
external sources, regardless of how convincing the 
domain, sender information or content is, is still 
of the utmost importance, alongside a range of 
technical controls to prevent spoofing.

https://docs.microsoft.com/en-us/azure/active-directory/conditional-access/block-legacy-authentication
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Defending against code execution

Attackers looking to gain access to the environment 
via sending malicious files are relying on the 
ability of their victim to execute arbitrary code on 
their endpoint. This can be via variants of office 
documents with Macros or other active content, 
which may call out to other executables on the host 
to facilitate code execution. Several technologies and 
strategies exist to inhibit the ability for attackers to 
execute arbitrary code:

AppLocker (ATT&CK M1038)

AppLocker is a technology that allows system 
administrators to define allow/block lists for which 
applications and files can be executed on a host. 
These rules can be applied dynamically based on 
user/group membership, the host being executed on, 
the path of the file, its cryptographic signature or 
its file hash. This provides a flexible way of defining 
what user can execute what code, on what host, 
from where.

Reference AppLocker policies exist that may be 
of use to any systems administrators looking to 
implement it. Two such examples are https://github.
com/microsoft/AaronLocker and https://github.
com/api0cradle/UltimateAppLockerByPassList/tree/
master/AppLocker-BlockPolicies. NCC Group has 
not tested these. Be sure to test in your environment 
before enforcing any AppLocker policies.

Modifying default handlers

By default, .hta files are executed by the mshta 
application. mshta can access several scripting 
engines, allowing code execution (ATT&CK T1170). 
These files can be heavily obfuscated to prevent anti-
virus products from analysing them (the NCC Group 
Demiguise tool is one such example: https://github.
com/nccgroup/demiguise). 

By changing the default file hander for .hta 
files to something innocuous such as notepad, 
system administrators can prevent .hta files from 
automatically being executed by the mshta engine. 

Disabling Office Macros

Whilst many multi-billion pound business still run 
on the back of Office Macros, there is no denying 
the security risk they pose. With access to several 
scripting engines, Office Macros can be used to write 
complex payloads in order to further the attacker’s 
objectives (ATT&CK T1204). 

Several approaches to limiting the ability for macros 
to run exist:

Disable all

Whilst initially this sounds extreme, it should be 
remembered that not all users have a need to run 
macros. Using Group Policy, it is possible to disable 
macros for all users except those with a business 
need for their execution. With additional education 

for users who are allowed to execute macros, their 
widespread deactivation would require an attacker 
to find a user who had the appropriate rights to 
execute the file. 

Only run signed macros

It is possible to cryptographically sign Office 
macros to ensure they are written and trusted 
by an organisation. Whilst there are undeniable 
maintenance overheads to this, it would an 
organisation to ensure the only macros being 
executed have been audited and signed by them. 

Trusted Locations

An alternative to the maintenance heavy approach 
of digitally signing all macros may be to only allow 
their execution from trusted locations. A read-
only share containing the documents containing 
the macros can be added as a “Trusted Location” 
via GPO. This would allow the execution of these 
macros only from this location. 

Do not run macros from the internet (ATT&CK 
M1021)

Using the Attachment Execution Service (AES), 
Office can recognise that files have been 
downloaded from the internet, as opposed to being 
created on the local PC or copied from an internal 
source. Disabling execution of Macros from the 
internet would prevent attachments that have been 
emailed from executing, preventing attackers from 
simply emailing in documents, but still allowing 
ease of use for end users.

Attack Surface Reduction

The Attack Surface Reduction (ASR) rules https://
docs.microsoft.com/en-us/windows/security/
threat-protection/microsoft-defender-atp/attack-
surface-reduction#attack-surface-reduction-rules 
are a list of additional settings within Windows 
Defender that can reduce the avenues available 
to attackers to gain code execution from common 
applications. Options available include:

• Blocking a variety of scripting engines  
 from downloaded files

• Preventing office processes from injecting  
 into other processes

• Preventing Office and Adobe Reader from  
 spawning child processes

• Preventing the execution of potentially  
 obfuscated scripts. 

By implementing these additional protections,  
most methods attackers use to gain execution  
from emailed files will be blocked and logged

https://github.com/microsoft/AaronLocker
https://github.com/microsoft/AaronLocker
https://github.com/api0cradle/UltimateAppLockerByPassList/tree/master/AppLocker-BlockPolicies
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https://docs.microsoft.com/en-us/windows/security/threat-protection/microsoft-defender-atp/attack-surface-reduction#attack-surface-reduction-rules
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Through Phase

The through phase is where a threat actor moves laterally 
through an environment gaining access to additional hosts 
or functionality moving towards their ultimate objective.

USING INTERNAL INFORMATION 
REPOSITORIES (ATT&CK T1213, T1039, T1081)

MAINTAINING AND ELEVATING ACCESS 
THROUGH MOVEMENT (ATT&CK T1075, 
T1076, T1028)

Once an initial foothold has been achieved 
corporate communication platforms, information 
repositories and network shares are all searched 
for information. These platforms can be searched 
as the compromised user looking for information 
on the objective, credentials in scripts/user guides 
and password reset processes and systems. Where 
credentials are identified attempts to use them to 
move laterally to other hosts is relatively simple and 
can appear as normal behaviour.  

Defending and detecting against the abuse  
of internal information usage

Organisations should firstly perform regular 
internal audits of information repositories to 
identify who has access to them and remove those 
that do not require it. Following that an assessment 
of the information they contain and whether it 
is appropriate, where credentials are identified 
then they should be considered compromised and 
changed. Logging of repository search strings 
should be captured, and alerts created for specific 
keywords such as password. Consider creating 
canary content that creates an alert when 
accessed or used which could include a specific 
domain account.

Once an attacker can execute code on an end user 
device, they will seek to establish command and control 
(C2) from the implanted device to an external C2 server. 
This allows them to carry out actions in the background 
as the user performs their normal activities. C2 implants 
communicate back to the C2 server using already 
known protocols and channels such as HTTP(s), DNS 
and TCP. More advanced C2 implants abuse existing 
services (Slack, DropBox, Google Drive etc) to avoid any 
anomalous connections from being spotted.

Recently, attackers have been abusing a technique 
known as “domain fronting”. This is where an attacker 
registers a service on a well-known public content 
delivery network (CDN) provider that other legitimate 
businesses use. The attacker is then able to point their 
service (attackerservice[.]provider[.]com) to their C2 
server. They can then configure their implant to abuse 
the way in which CDNs route traffic, by ensuring the 
content of their HTTPS connection is made to legit[.]
com, but the “Host Header” in the HTTP request 
is attackerservice[.]provider[.]com. To a network 
observer, the Server Name Indicator (SNI) field of the 
HTTPS Request/TLS Handshake is going to legit[.]
com, but once that traffic is received by the CDN, it is 
decrypted and forwarded onto the server the attacker 
specified for attackerservice[.]provider[.]com. This can 
make detecting C2 additionally difficult for defenders. 

An alternative to persisting on end user devices is 
to move laterally to a server or other system when 
processes such as command and control can run 
without the risk of regular log-off/shutdown. Virtual 
Desktop Infrastructure is a common location where a 
beacon can execute for a long period of time. This can 
negate the risk of writing to disk but may result in a loss 
of access if the compromised user ends their remote 
session or the VDI has a maximum session length. 
Organisations should consider the length of time a VDI 
or other virtual hosts can be active for before a restart, 
reducing this to the minimum required for the business.



Where user and server environments are not 
segregated effectively, and passwords discovered or 
obtained then a move to the server estate can prove 
fruitful especially where they have Internet access. 
Obtaining command and control from a server 
environment generally reduces the requirement for 
persistence though servers can also be overlooked in 
terms of EDR provision making things easier.  

Lateral movement itself is often achieved by 
simply reusing the local administrator hash of a 
compromised host. It is extremely common for “gold 
builds” to have a static local administrator password 
that is never changed once the image is deployed. 
This can be by design (troubleshooting, break glass, 
ease of remote administration, familiarity) or simply 
because the risks are not immediately obvious. 

This means that a suitably privileged compromise 
of one of these hosts allows the attacker to extract 
the password hash of the administrator account 
and perform a “pass the hash” attack with it. 
The password itself does not need to be recovered 
or “cracked”, it can be used in its hashed form 
to authenticate with other hosts built from the 
same image. This can be even more successful for 
attackers when multiple different types of host 
(laptop, workstation, server) all have the same local 
administrator password. 

Another method of enabling lateral movement from 
privileged access to a compromised host is harvesting 
credentials from memory.

Credentials obtained will be used in the stealthiest 
manner available to appear as normal as possible. 
Remote Desktop Protocol from the initial victim or 
from a jump host if that is what staff usually do 
makes detection difficult.

Given that it is often the case that privileged users 
have an elevated level of privilege across the entirety 
of the estate, this can mean that the compromise of 
a single end-user device with those credentials can 
lead to the compromise of all hosts within the estate. 

Defending against persistence

Ensure that where practicable, VDI sessions have a 
limited run time and regularly close all processes 
opened by a user.

Defending against lateral movement

Practice good network segregation to limit the ability 
for attackers to move between end user devices 
and servers. Business roles and processes should 
be separated to avoid one being compromised and 
affecting all others. Servers should not have Internet 

access unless there is a business reason for it and 
then it should be limited to only specific protocols to 
designated endpoints with anything else causing an 
alert.

The “Local Administrator Password Solution” (LAPS) 
is a free package from Microsoft that allows system 
administrators to ensure that all hosts in their Active 
Directory estate have a suitably unique and random 
local administrator password.

This password is stored as a protected attribute against 
the computer object in Active Directory,  allowing 
delegated access to it by users with a requirement to 
view the password. Microsoft provide a comprehensive 
implementation tutorial (https://gallery.technet.
microsoft.com/step-by-step-deploy-local-7c9ef772/
file/150657/1/step%20by%20step%20guide%20to%20
deploy%20microsoft%20laps.pdf) for deploying LAPS.

It is vital during the deployment of LAPS that an 
organisation ensures the permissions to view and 
modify the LAPs password attributes are appropriate. 
It is our experience that a poorly deployed LAPS 
implementation can be just as useful to an attacker as 
not having it at all. Common mistakes include allowing 
all users or computers to read the attribute and not 
enforcing the policy across all hosts..

It should be noted that LAPS is a Windows only 
solution. Organisations should ensure they don’t create 
the same pitfall of a shared administrator password 
with other operating systems (although, some LAPS 
like solutions do now exist for MacOS and flavours of 
Linux)

Defending against password theft from memory 
(ATT&CK M1043)

Credential Guard

Windows Defender Credential Guard is a feature of 
modern versions of Windows that virtualises the Local 
Security Authority Subsystem Service (LSASS) process 
outside of the running operating system. By preventing 
any user (including the NT AUTHORITY\SYSTEM) from 
accessing LSASS directly, instead forcing them through 
a proxy service, it becomes almost impossible for 
attackers to access these credentials in LSASS directly. 
Credential Guard can be enabled on appropriate 
hardware using Group Policy, InTune or via registry 
edits (https://docs.microsoft.com/en-us/windows/
security/identity-protection/credential-guard/
credential-guard-manage)

Protecting LSASS

If Credential Guard is not an option, then running 
LSASS as a protected process may be an option in 
many environments.

In Windows 8.1 and Server 2012 R2 and above, the 
LSASS.EXE process can be configured to run as a 
protected process. This provides additional protection 
for the LSA to prevent reading memory and code 

https://gallery.technet.microsoft.com/step-by-step-deploy-local-7c9ef772/file/150657/1/step%20by%20step%20guide%20to%20deploy%20microsoft%20laps.pdf
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injection by non-protected processes and can help 
prevent Mimikatz and other tools from retrieving 
passwords and hashes from memory. It also prevents 
dumping the LSASS.EXE process memory, which can 
be used offline for the same purpose.

Although this setting can be bypassed with a driver 
designed for this purpose, the driver needs to be 
signed, may be susceptible to detection by anti-virus 
or EDR, making additional noise in the event logs. As 
such it raises the bar for an attacker considerably.

Microsoft have documented enabling LSASS 
protection here: https://technet.microsoft.com/en-
us/library/dn408187.aspx

Limiting the impact of credential theft

Whilst focus should rightly be given to preventing 
the theft of credentials, it is important that any 
compromise of credentials has the least impact 
possible. For several years now, Microsoft have 
published guides on “Securing Privileged Access” 
(https://docs.microsoft.com/en-us/windows-server/
identity/securing-privileged-access/securing-
privileged-access). These documents detail a number 
of architectural and operational changes that can be 
made to limit the impact of credential compromise of 
a privileged user. We will not cover everything in these 
documents (they are a must-read for all Blue Teams/
System Administrators), but we would like to highlight 
a few key points and concepts:

Tiering

The concept of tiering is that every asset on your 
network has a worth/criticality/sensitivity/different 
impact from loss of confidentiality, integrity, 
availability.

In many organisations, this will range from end-user 
devices (least critical) to Domain Controllers (most 
critical). The idea of classifying devices into different 
tiers is to segregate administrator access to different 
tiers, so that an administrator of a lower tier device 
does not have administrative access to a higher tiered 
device on the same account.

This results in the compromise of a lower tier asset 
not automatically resulting in the compromise of a 
more critical asset.

Enhanced Security Administrative Environment (ESAE 
aka Red Forest)

An Enhanced Security Administrative Environment 
is dedicated administrative environment to host 
administrative accounts, workstations, and groups 
in a hardened and highly network. This allows for 
additional controls and protections to be applied 
that would not be practical or desirable in the user/
production environment. Typically, this will have a 
one way trust down to the environment it controls to 
facilitate authentication.

This can be combined with the concept of “Just 
enough Administration” (JEA) to ensure that 
even if an account was compromised, it only has 
administrative privileges for a specific task for a 
short amount of time (https://docs.microsoft.com/
en-us/powershell/scripting/learn/remoting/jea/
overview?view=powershell-7) 

Privileged Access Workstations (PAWs)

A privileged access workstation is a dedicated host 
that is hardened against and insulated from internet-
based attack vectors. By removing the day-to-day 
work from the PAW and focussing on administrative 
tasks, the attack surface of internet browsing, email 
and logging into less secure systems is removed. 
A robust AppLocker policy can be applied, as the 
software running on the PAW should be vetted and 
explicitly allowed.

In order to save cost and prevent administrators from 
requiring two devices, a common deployment pattern 
is to host a day-to-day user Virtual Machine on the 
PAW. Given the relative rarity of virtual machine 
breakouts, this is a good compromise between 
security and usability. (https://docs.microsoft.com/
en-us/windows-server/identity/securing-privileged-
access/privileged-access-workstations) 

Detecting and defending against Command and 
Control

Defeating Domain Fronting

Many TLS Intercepting Proxies are now able to detect 
the mismatch between the SNI of the TLS Handshake 
and the content of the host header. This would 
prevent (or at least, flag) any communication using 
this technique. It should be noted that public services 
that are routinely certificate pinned (therefore, 
unlikely to be subjected to TLS Inspection) are also 
vulnerable to domain fronting, so may allow this to 
bypass the proxy. 
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USING THE ACCESS ALREADY  
SECURED (ATT&CK T1078)

EXPLOIT CENTRALIZED IDENTITY AND 
ACCESS MANAGEMENT (ATT&CK T1078)

If the initial staff targeting and spear phishing 
were successful, then the compromised staff 
member may have access to the objective system 
or use other functionality such as Citrix to access 
it. With direct access to the objective the attacker 
can identify if their privileges are sufficient to 
achieve the goal. Regular monitoring by the 
attacker of the staff member to identify how they 
access the objective system may be required. Staff 
members accessing critical systems is necessary 
for businesses to operate, identifying malicious 
from normal behaviour can be extremely difficult. 

Defending against abuse of legitimate access

Ensure that all staff with administrative access 
to systems are provided with a separate account 
from their day to day account. This account should 
not be used for activities such as email or web 
browsing and should have suitable restrictions in 
place to ensure it can only access systems required 
by the staff to carry out their work. 

Attackers may need to perform actions outside 
of normal working hours for the staff member or 
take actions within the system that are unusual. 
Organisations that understand normal behaviour 
and can identify anomalies for investigation 
will have a much better chance of identifying 
malicious behaviour.

Organisation’s environments often use a variety of 
IAM systems, from Active Directory to cloud IAM 
services to custom-built solutions. Where initial 
attacker access is obtained but the staff member 
does not have access to the objective then NCC 
Group’s red teams often targets IAM systems. Often 
these systems have been created with lower security 
requirements as a level of trust is assumed for the 
internal network or the information presented by 
the staff member is deemed secure. When these 
systems are compromised they regularly provide 
privileged access to critical systems.

Defending against Password reset misuse

Organisations should ensure that the process to 
reset a password should require more than simple 
information obtainable within the corporate 
domain. Actions such as requiring a manager to 
approve and them having to contact the member of 
staff making the request by phone adds complexity 
that an attacker may find difficult to circumvent.



Out Phase

The out phase is where the threat actor concludes 
the operation and achieves their goal.

SECURING THE REQUIRED ACCESS  
(ATT&CK T1078)

OBJECTIVE ACTIONS

With access to a range of user accounts from 
previous activities then obtaining the right account 
access is usually a matter of time. Where separate 
accounts are used between the office domain and 
the objective system then identification of the 
correct jump host or access application is required. 
Accessing specific user drives with elevated 
privileges can obtain this type of information and 
can also reveal passwords being stored by the user 
in their home folder.  Staff members remembering 
multiple passwords and changing them regularly 
remains an issue and therefore reuse occurs. Where 
password creation is left to users then meeting the 
minimum complexity requirements with a word 
they can remember is regularly the answer. 

Defending against password reuse and minimal 
complaxity

Organisations should provide appropriate password 
creation and management solutions to their staff. 
Auditing password hashes looking for duplicates 
can identify those that are using the same 
minimum complexity password (ATT&CK M1027).

Azure Active Directory

For organisations using AzureAD, Password 
Protection features exist that enforce custom 
password filters both on-premises and in the cloud. 
This allows defining a list of banned words/phrases 
that may commonly be used a root words for 
passwords in an enterprise (Company name, office 
names, department names, product names etc).

Microsoft document the deployment of 
this technology here: https://aka.ms/
deploypasswordprotection

Password Filtering

It could be said that the default Windows password 
complexity setting lacks any finesse. By default, 
“Password1” would be sufficient to meet the 
complexity requirements for an 8-character 
password. The default rules (https://docs.
microsoft.com/en-us/windows/security/threat-
protection/security-policy-settings/password-
must-meet-complexity-requirements#reference) 

Confidentiality; Data exfiltration via the C2 channel 
which if we are at this stage has not been detected. 
Screenshots are the simplest method for the attacker 
though make the data less useable. There is a possibility 
that any bulk data needs to be staged on hosts before 
exfiltration. Identifying odd network traffic between 
hosts that would not normally communicate may catch 
the internal transfer. Depending on the size of the data 
then large transfers outside of the network may be 
identified but given modern communications this is 
unlikely. (ATT&CK T1041)

Integrity; this can be difficult for an attacker to avoid 
being detected though it is dependent on the objective 
system. Changing small pieces of information within 
applications or databases that staff members have 
access to is possible. Complex transactional systems 
with subsequent business processes where integrity 
checks are performed can identify changes and are not 
known by the attacker until too late. (ATT&CK TA0040)

Availability; privileged access to underlying operating 
systems is the simplest method and by the time this 
has been achieved there is little an organisation can do. 
(ATT&CK TA0040)

do not allow the system administrators to define a list 
of disallowed words or phrases.

Microsoft do support allowing system administrators 
to shim in their own password filter (https://
docs.microsoft.com/en-gb/windows/win32/
secmgmt/password-filters?redirectedfrom=MSDN) 
to implement a list of banned words/phrases/
write custom rules. This solution is not without a 
significant overhead, as it does require installation 
and maintenance of the password filtering software 
on each Domain Controller. A number of open-source 
implementations of password filtering exist that 
could be evaluated if AzureAD is not an option.

https://aka.ms/deploypasswordprotection
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Conclusion

Offence is comparatively far easier than defence due to the 
ability to leverage all sources of information and techniques 
within legal and ethical boundaries. An attacker often has 
to only succeed just once where most enterprises need to 
defend against everything. This imbalance stacks the deck 
significantly to the advantage of attackers.

However, a resilient organisation can make the offensive  
side work far harder and fail more often if:

• They know their threat model and the external  
 information available to an attacker 

• They know their external attack surface and actively  
 manages and monitors it 

• They know what is in their estate, manage it, have effectively 
 segregated it by its function, criticality status and business 
 owner and are able to monitor it in near-real-time 

• They have the right visibility and controls across their estate  
 with an understanding of what is normal 

• They have an ability to; detect, contain and respond to  
 the anomalous 

• They have strong identity and access management and have 
 provided staff with tooling to complement it and manage 
 their own passwords effectively including mandates multi-factor 
 authentication

• They ensure information repositories have appropriate  
 access controls and do not contain credentials
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